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As a practising member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical and other 
professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance. 

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a 
comprehensive statement of all the weaknesses that exist or all improvements that might be made. Management actions for improvements should 
be assessed by you for their full impact before they are implemented.  This report, or our work, should not be taken as a substitute for 
management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of 
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist.  Neither 
should our work be relied upon to identify all circumstances of fraud and irregularity should there be any. 

This report is solely for the use of the persons to whom it is addressed and for the purposes set out herein. This report should not therefore be 
regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP for any 
purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its 
own risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to 
any other party and shall not be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on 
representations in this report. 

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by 
agreed written terms), without our prior written consent. 

We have no responsibility to update this report for events and circumstances occurring after the date of this report.  

RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon 
Street, London EC4A 4AB. 
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The Internal Audit Plan for 2017/18 was approved by the Audit, Crime & Disorder Scrutiny Committee in April 2017. 
Below provides a summary update on progress against that plan and summarises the results of our work to date.  

This table informs of the audit assignments that have been finalised and the impacts of those findings since our last 
report to the Audit, Crime & Disorder and Scrutiny Committee.   

The Executive Summary and Key Findings of the assignments below are attached to the end of this progress report. 

Assignments Status Opinion issued Actions agreed  

   L M H 

General Data Protection 
Regulation (13.17/18) 

FINAL N/a - Advisory 11 ungraded 

Private Sector Leasing 
(14.17/18) 

FINAL Substantial 1 0 0 

Commercial Property 
Acquisitions part 2 
(15.17/18) 

FINAL Substantial 0 0 0 

 

Looking ahead, the work not yet completed from the 2017/18 internal audit plan is: 

Assignment area Timing per 
approved IA plan 
2017/18 

Status 

Cyber Security  
 

June 2017 Undergoing quality review 

Housing Needs September 2017 Management requested 
deferral to 2018/19 

(refer 3.1 below) 

Temporary Accommodation Initiatives 
 

October 2017 Management requested 
deferral to 2018/19 

(refer 3.1 below) 

 

1 INTRODUCTION 
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2.1 Changes to the audit plan  
As reported at the last meeting of the Audit, Crime & Disorder and Scrutiny Committee we had received requests to 
defer two audits, both in the area of housing and relating to Housing Needs and Temporary Accommodation Initiatives 
as this area is going through a period of change at the current time.  As also discussed at the last meeting of the Audit, 
Crime & Disorder and Scrutiny Committee, we have arranged a review of Asset Management to provide further 
assurance regarding the Commercial Property Acquisition which has replaced the deferred audits within the plan.   

2.2 Information and briefings 
There have been no information briefings since the last Audit Committee. 

2.3 2018/19 internal audit plan 
Our 2018/19 internal audit plan was approved at the last meeting of the Audit, Crime & Disorder and Scrutiny 
Committee.  We are currently working with management to agree dates and scopes for the review included within it.   

 

  

 

 

 

2 OTHER MATTERS 
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Mike Cheetham, Head of Internal Audit 

mike.cheetham@rsmuk.com 
 
07800 617204 

 

Lorna Raynes, Client Manager 

lorna.raynes@rsmuk.com  

07972 004175 

FOR FURTHER INFORMATION CONTACT 
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Reports previously seen by the Joint Audit Committee and included for information purposes only: 

Assignments Status Opinion issued Actions agreed  

  L M H 

Booking System and Income Collection (1.17/18) FINAL Reasonable Assurance 3 0 0 

Emergency Planning (2.17/18) FINAL Reasonable Assurance 4 3 0 

Property Management (3.17/18) FINAL Reasonable Assurance 5 0 0 

Local Plan (4.17/18) FINAL Reasonable Assurance 1 1 0 

Commercial Property Acquisition (5.17/18) FINAL Substantial Assurance 0 0 0 

Transport - Contract Management (6.17/18) FINAL Substantial Assurance 3 0 0 

Revenues (7.17/18) FINAL Reasonable Assurance 2 1 0 

Benefits (8.17/18) FINAL Reasonable Assurance 0 1 0 

Business Process Review (Project) Homelessness 
(9.17/18) 

FINAL Reasonable Assurance 
0 3 0 

Payroll (10.17/18) FINAL Reasonable Assurance 4 2 0 

Planning Income (11.17/18) FINAL Substantial Assurance 3 0 0 

Governance (12.17/18) FINAL Reasonable Assurance 1 3 0 

 

APPENDIX A: INTERNAL AUDIT ASSIGNMENTS 
COMPLETED TO DATE 
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1.1 Background  
The General Data Protection Regulations (GDPR) will be implemented on 25 May 2018. The GDPR will replace EU 
Directive 95/46/EC on which the UK Data Protection Act is based with a single EU-wide regulation. It is likely to remain 
after the UK leaves the European Union. It is also likely that any post-Brexit UK privacy legislation, in the form of the 
Data Protection bill currently passing through the UK legislative process, will retain significant elements of the GDPR. 
As a result, the Information Commissioners Office (ICO) has recommended that it is essential for organisations to plan 
their approach to formal GDPR compliance.   

GDPR places greater emphasis on the documentation that data controllers must keep to demonstrate their 
accountability. With that in mind, the ICO has published a 12-step guide setting out how organisations can begin their 
preparations for the changes.   

Many of the GDPR’s main concepts and principles are similar to those in the current Data Protection Act so much of 
the current approach to compliance will remain the same. However, there are significant new elements and 
enhancements which will require companies and organisations to perform some specific compliance activities for the 
first time.  

We have been commissioned to perform an agreed upon procedures assignment of the current data governance 
processes, procedures and controls against the 12-step guide. Our report is a factual report and we do not provide a 
level of assurance, or internal audit opinion, and should not be taken to provide such. 

At the time of the audit, the Council had an action in place, agreed with the GDPR Project Team, to implement key 
elements of GDPR. However due to the Information Governance Officer being recently in post a number of 
recommendations were at an early stage of implementation and this is reflected in the recommendations.  

1.2 Key findings 
The key findings from this review are as follows: 

Data governance processes, procedures and controls where further action is needed: 

Business Processes and Data Discovery 

 A data mapping exercise has not been carried out by the Council. The Council has instead created 
Information Asset Registers (IAR) which are a record of all the data processed across the Council by function / 
activity / task. However, we noted the IARs did not include all required areas under the GDPR and none of the 
14 IARs had been fully completed. The Council have also not reviewed all hard drives to confirm there are no 
other databases that have not been disclosed via the IARs. (2.1a) 

 Methods of data transfer are not being recorded by the Council in their IARs. (2.1d) 

Third parties 

 The IARs do not identify when data is being shared and also do not identify when data is flowing to third 
parties. (2.2a) 

GDPR GOVERNANCE - EXECUTIVE SUMMARY 
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 The Council Solicitor has compiled a spreadsheet which identifies all contracts where personal data is used / 
processed for the purpose of the contract. Refreshed terms had not yet been drafted and sent out to the 
relevant third parties at the time of our visit. (2.2b) 

Data Ownership 

 Through review of the Council Service IARs, we confirmed that the document includes a requirement to list an 
Information Asset Owner and / or an Information Asset Administrator who hold overall responsibility for the 
data area. However, for five of the fourteen Services, the IARs this has not been completed in full. (2.3a) 

Data storage and retention 

 The Council do not have any documented policies or procedures in place in relation to data storage and 
retention. However, the Council does have in place a 'Retention Records' spreadsheet that details the different 
types of records the Council processes, whether or not the record contains personal information, retention 
periods for each type of record and whether it is held as a legal or business requirement.  The spreadsheet 
does not define how the different types of records should be stored or destroyed / removed. (2.5a) 

Awareness 

 The Information Governance Officer and Solicitor have undertaken GDPR training and the Leadership team 
were briefed by the Head of Legal.  No other staff have received training in relation to GDPR at the time of the 
audit. (2.6b) 

Data policy, roles and responsibilities 

 The Council has a Data Protection Policy in place. However, this has not been updated to reflect the 
introduction of the GDPR. (2.7a) 

 We noted that the Council have assigned a Data Protection Officer (DPO), the Chief Legal Officer, and have 
also assigned responsibility to various key departmental staff as the Information Governance Officer and 
Solicitor to uphold and maintain a strong culture of data protection within the organisation. Staff data 
protection responsibilities however have not been formally documented such as for the Data Protection 
Officer, Information Asset Owners and Administrators. (2.7b) 

Individuals’ rights 

 Policies, procedures and systems have not yet been reviewed to ensure that they cover all the rights 
individuals have under GDPR, including how the Council would delete personal data or provide data 
electronically and in a commonly used format if requested. (2.8a)  

 The Council have stated that a Subject Access Request (SAR) form is available to download via their website, 
however the link was not working at the time of our visit, and consequently was not available to the public. 
Additionally, the SAR form has not been updated to reflect GDPR. (Linked 2.8a) 

 The information provided to the public on the Council’s website in relation to individuals rights has not been 
updated to reflect the requirements of the GDPR. (Linked 2.8a)    
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Consent 

 Employees have not received up-to-date information about their rights under GDPR. (2.9a) 

 As the Council does not have an over-arching process in place in relation to how consent is captured, we 
sample tested three different areas of the Council to verify if positive opt-in and deletion of personal data when 
required is occurring. In two of the three areas sampled we found that this was not occurring. (Linked 2.9a)    

Data breaches 

 As of April 2018, the breach notification procedure and record form were in draft form and had been updated 
by the Council's Information Governance Officer. The documents are to be reviewed by the Data Protection 
Officer and the Leadership Team before they are finalised and circulated internally. We however confirmed 
that the draft Breach notification procedure and data breach record form covered the detection, reporting and 
investigation of personal data breaches and note that personal data breaches are reportable to the ICO and 
possibly other external organisations. We also confirmed that the timeframes stated in relation to reporting 
breaches were in line with GDPR and ICO guidance. (2.10a) 

GDPR compliant data governance processes, procedures and controls: 

Business Processes and Data Discovery 

 The Council has a Data Protection Policy in place which details the process followed in relation to classifying 
data. 

Data Security Systems Level Controls 

 The Council has appropriate access controls that reduce the risk of unauthorised access to Personal 
Identifiable Data (PID). Furthermore, the design of the detective control to periodically monitor user access 
rights is suitable. 

Awareness 

 The Council has utilised various methods to ensure that staff have a general awareness of what GDPR means 
and the risks of performing their duties in non-compliance with the GDPR. For example, the Council have put 
up posters and sent out all staff correspondence. This however does not negate the need for all staff to be 
fully trained in GDPR. 

Data policy, roles and responsibilities 

 Day-to-day responsibility for managing data protection will be assigned to the DPO. The Information 
Governance Officer and Solicitor will also be responsible for ensuring adherence to relevant legislative 
requirements, such as Data Protection, in collaboration with the DPO and Leadership Team. 
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2 DETAILED FINDINGS 
The results of our testing are set out below: 

Ref ICO Area Findings summary Actions for management Responsible 
owner 

Implementation 
date 

1: Business processes and data discovery 

1a The existence and process of data mapping 

A data mapping exercise has not been carried out 
by the Council, instead the Council has created an 
IAR for each service which is a record of all data 
processed across the Council by function / activity / 
task. The main headings are as follows:  

 Asset title / description  

 Condition for processing  

 Information owners  

 Storage / location 

 Retention years / months  

The registers have been created using Excel. 

The Council are using a standard 
template IAR across all services. We 
confirmed that all services, as listed, 
had an IAR in place at the time of the 
audit: 

 Revenues and Benefits  

 Chief Executive including 
Personal Assistants  

 ICT  

 Corporate Governance  

 Customer Services and Business 
Support  

 Financial Services  

 Housing and Environmental 
Services  

 Human Resources and 
Organisational Development  

 Legal and Democratic Services  

 Operational Services  

 Place Development  

Action raised in area 1c 
(identification of data flows 
to third parties) regarding 
data transfers. 

Once all IARs have been 
fully completed, the ICT 
department will review the 
registers and confirm there 
are no other databases 
sitting on Council hard drives 
that have not been disclosed 
accordingly.  

Management comment – the 
IAR’s were enhanced as a 
result of comments from the 
auditor and are all being 
updated and finalised.   

GDPR Project 
Team  

IG Officer  

September 2018  
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 Property  

 Venues and Facilities  

 Chief Operating Officer   

None of the Information Asset 
registers were fully completed at the 
time of the audit and did not include all 
required areas under the GDPR, such 
as identifying when data is being 
shared / transferred including when it 
is flowing to third parties.  We were 
also unable to confirm that a check 
has been completed that there are no 
other databases that have not 
otherwise been disclosed. 

 

1b Processes to classify data 

The Council has a Data Protection Policy in place 
which details the process followed in relation to 
classifying data. 

Appendix 2 of the Council's current 
Data Protection Policy, last updated in 
September 2016, is a Protective 
Marking guide. It details the different 
government levels of classification and 
examples of information under each 
category. It also details how to mark 
and when to encrypt documents.  

None noted N/A N/A 

1c Identification of data flows to third parties 

The IARs do not identify when data is being shared 
and also do not identify when data is flowing to 
third parties. 

The IAR document is currently missing 
the following areas in line with best 
practice:   

 identification of when data is being 
shared / transferred and whether 
or not this is flowing to third 
parties.  

The Council will ensure the 
IARs are fully completed in 
line with best practice and 
highlight when data is being 
shared / transferred and 
whether or not this flowing to 
third parties. The documents 
will also include:   

GDPR Project 
Team and IAR 
owners  

Sept 2018  
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 the method of data transfer and 
whether this is secure.  

 what the third party needs the 
data for. 

 whether consent has been given 
to transfer the data on. 

 the method of data 
transfer and whether this 
is secure.  

 what the third party 
needs the data for.   

 whether consent has 
been given to transfer 
the data on. 

Management comment – 
this line is now included 
within the IAR.  

1d Methods of data storage and transfer  

The Council utilise an IAR for each service. This 
document requires data owners in each relevant 
area to document where their data is stored / its 
location and also how it is classified.  

Through review of the GDPR data 
audit document, we confirmed that 
methods of data storage have been 
considered by the Council.  However, 
the methods of data transfer are not 
documented. 

Action raised in area 1c 
(identification of data flows 
to third parties) regarding 
data transfers. 

N/A N/A 

2: Third parties 

2a Inspection of the methods used to identity third 
parties to whom the ‘in scope’ data is 
transferred 

The IARs do not identify when data is being shared 
and also do not identify when data is flowing to 
third parties. 

'In scope' data flows to third parties 
have not yet been identified and 
recorded at the Council. 

Actions raised in area 1c 
(the existence of process 
and data mapping 
identification of data flows to 
third parties) which relates to 
inspection of the methods 
used to identity third parties 
to whom the ‘in scope’ data 
is transferred. 

N/A N/A 

2b Identification of methods used to assess 
contractual data confidentiality existence and 
coverage 

At the time of our visit, the Solicitor 
was prioritising the contracts to 
ascertain where sensitive personal 
data was being used / processed to 

The Council will ensure all in 
scope third parties are sent 
a refreshed agreement as 
soon as possible to ensure 

Solicitor 30 September 
2018  
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The Council Solicitor has compiled a spreadsheet 
which identifies all contracts where personal data is 
used / processed for the purpose of the contract. 
The Finance and IT departments were asked to 
identify all such contracts under their remit, the 
Council Solicitor then reviewed the contract register 
in respect to the remaining contracts and extracted 
those that were relevant onto the spreadsheet.  

ensure refreshed terms were sent to 
these third parties first. 

Refreshed terms had not yet been 
drafted and sent out to the relevant 
third parties at the time of our visit. 

they have agreed to the 
relevant terms 

Management comment - 
work has started on high risk 
contracts and will be 
prioritised. 

3: Data Ownership 

3a Processes used to identify/ allocate data 
owners 

As part of each Service's IAR at the Council, each 
different asset area identified within the service 
should have both an Information Asset Owner and 
Information Asset Administrator listed. The 
Information Asset Administrator would be the key 
contact for the asset area. 

We confirmed the IAR includes a 
requirement to list an Information 
Asset Owner and / or an Information 
Asset Administrator who hold overall 
responsibility for the data area 
however for some of the service IARs, 
as follows, this has not been 
completed in full: 

- Chief Executive including Personal 
Assistants 

- ICT 

- Corporate Governance 

- Financial Services 

- Chief Operating Officer 

The Council will ensure each 
different asset area identified 
within each service has both 
an Information Asset Owner 
and Information Asset 
Administrator listed on their 
IAR. 

 

IAR’s owners  30 September 
2018  

4: Data Security Systems Level Controls 

4a Data security controls over data inflow, data 
repository (stored) and data outflow 

The Council uses two layered authentication to 
access applications via their accounts. The Council 

The Council has appropriate access 
controls that reduce the risk of 
unauthorised access to PID. 
Furthermore, the design of the 

None noted N/A N/A 
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uses Active Directory to restrict access to folders 
on the U: Drive. 

Users are afforded access to different folders 
through Active Directory, and any folders that they 
do not have access to are hidden from view.  

Users are granted access to both the O: and U: 
Drive upon employment to the Council, but their 
line managers must approve access to individual 
folder groups on the Drive. User account 
revocations occur when employees leave the 
organisation or change roles. 

No user is afforded access to PID without a request 
from their line manager.  

The Council Password Policy is as follows:  

 Password will be required to be changed every 
60 days; 

 Passwords cannot be reused within 20 
password changes; 

 A minimum of 8 characters; and 

 Complex passwords are enabled including at 
least three of the following: 

o alpha upper-case character(s),  

o alpha lower-case character(s),  

o numeric character(s), and  

o non-alpha-numeric character(s). 

detective control to periodically 
monitor user access rights is suitable. 
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Data on the system can be deleted if required. 
Deleted data can be retrieved from regular backups 
which occur on a daily basis. 

5: Data Storage and Retention 

5a Existence of data retention and storage policies 

The Council do not have any documented policies 
or procedures in place in relation to data storage 
and retention however have in place a 'Retention 
Records' spreadsheet which details the different 
types of records the Council processes, whether or 
not the record contains personal information, 
retention periods for each type of record and 
whether it is held as a legal or business 
requirement. 

The spreadsheet does not define how the different 
types of records should be stored or destroyed / 
removed. 

Additionally, the Information 
Governance Officer noted that the 
spreadsheet is not very user-friendly 
and the Council would like to integrate 
its contents into an overarching 
retention and storage policy. 

The Council will integrate 
their current record retention 
spreadsheet into an 
overarching retention and 
storage policy which 
adheres to both the GDPR 
and relevant statutory 
regulations. 

Management comment – the 
retention schedule is 
currently being drafted.  

Information 
Governance 
Officer  

30 September 
2018 

6: Awareness 

6a Existence of GDPR awareness processes 

The Council Solicitor and Head of Corporate 
Governance confirmed that the Council have put 
up posters and sent out all staff correspondence to 
raise awareness of GDPR. 

The Council has utilised various 
methods to ensure that staff have a 
general awareness of what the GDPR 
means and the risks of performing 
their duties in non-compliance with the 
GDPR, such as: 

 Posters in common areas such as 
staff kitchens and corridors, 
stating that new regulations are 
coming into force at the end of 
May, a general overview of what 
this means and to watch out for 

None noted N/A N/A 
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further information and training 
sessions.  

 Within the February team brief 
that goes out to all staff, a GDPR 
'what you need to know' section 
was compiled, again providing a 
general overview of the new 
regulations. 

 GDPR spring clean event where 
all staff were asked to look at the 
data they hold and to identify data 
that should be deleted.  

This however does not negate the 
need for all staff to be fully trained in 
GDPR. 

6b Plans and current processes designed to 
deliver internal GDPR training 

The Council has briefed the Leadership Team on 
the changes under the GDPR for Data Protection in 
November 2017. This training was led by the Head 
of Legal. 

Both the Information Governance Officer and 
Council Solicitor have received GDPR training.  
Other staff have not yet been trained in relation to 
GDPR.  

The Council's e-learning provider has a module 
available in relation to GDPR but at the time of our 
visit there were issues with the module's accuracy. 
Once this has been rectified, the Council may use 
this module to train staff. 

We obtained copies of the packs used 
to train both the Information 
Governance Officer and Borough 
Solicitor and confirmed they included 
the following:   

 Brief Background and Basics  

 How will the GDPR change data 
protection practice?  

 Impact of Brexit  

 Legislative progress and timescale  

 Definitions  

 Exemptions  

 Fines 

The Council will ensure all 
staff have been trained 
adequately in relation to 
GDPR. 

Management comment – the 
mandatory e-leaning GDPR 
module has been rolled out 
to all staff 

GDPR Project 
Team  

25th May 2018 
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7: Data policy, roles and responsibilities 

7a Existence and scope of current data policies 

The Council has a Data Protection Policy in place, 
however this has not been updated to reflect the 
introduction of GDPR.  

The current Data Protection Policy, 
which was last updated in September 
2016, refers to the 1998 Data 
Protection Act and Freedom of 
Information Act 2000. 

The Council will update its 
Data Protection Policy to 
ensure it is in line with the 
current procedures to be 
followed under GDPR. 

Management comment - The 
Data Protection Policy has 
been updated to reflect 
GDPR and will have to be 
approved by full Council.  

Data Protection 
Officer/ Chief Legal 
Officer  

17th July 2018  

7b Data protection roles and responsibilities and 
reference to recognised good practice 

The Council have assigned a Data Protection 
Officer (DPO), the Chief Legal Officer. 

The Information Governance Officer and Council 
Solicitor also ensure adherence to relevant 
legislative requirements, such as Data Protection, 
in collaboration with the DPO and Leadership 
Team. 

The Council has assigned responsibility to various 
key departmental staff as information owners and 
administrators to uphold and maintain a strong 
culture of data protection within the organisation. 

Day-to-day responsibility for managing data 
protection is assigned to the DPO. 

The actions taken by the Council to 
establish responsibility over 
embedding the GDPR within the 
organisation and assigning the 
responsibility of the DPO to an 
appropriate individual reduces the risk 
that there will be resistance to change 
over data protection. 

It is noted that the Council have 
assigned responsibility to various 
different members of staff such as the 
Chief Legal Officer in relation to data 
protection, this responsibility has not 
been documented however for 
example in a job description.  

The Council will ensure data 
protection responsibilities 
are documented and 
included within job 
descriptions for all relevant 
staff such as the Chief Legal 
Officer, Borough Solicitor 
and any Information Asset 
Owners / Administrators. 

Management comment – all 
job role profiles are being 
reviewed and evaluated in 
2018/19. 

Head of HR & OD 31st March 2019  

8: Individuals' rights 
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8a Procedures for updating, deleting and reporting 
personal data at department and organisation 
level 

Policies, procedures and systems have not yet 
been reviewed to ensure that they cover all the 
rights individuals have under GDPR, including how 
the Council would delete personal data or provide 
data electronically and in a commonly used format 
if requested. 

The 'Privacy and Cookies' page on the Council’s 
public website includes a statement called ‘Your 
Rights and Requests for Information About You 
that we Hold'. This has not yet been updated with 
regards to individuals’ rights under GDPR. 

The Council have stated that a Subject Access 
Request (SAR) form is available to download on its 
webpage.  

We requested a template copy of the 
SAR form as it was not available via 
the Council's website as the link was 
not working and consequently the 
SAR form was not available to the 
public. 

We noted the form had not been 
updated to reflect guidance under 
GDPR. For example, the form 
currently charges a £10 fee per 
request and does not state how 
quickly the Council will respond to 
each request.  

Per GDPR, in most cases you will not 
be able to charge for complying with a 
request. You can refuse or charge for 
requests that are manifestly 
unfounded or excessive. If a request is 
refused, you must tell the individual 
why and that they have the right to 
complain to the supervisory authority 
and to a judicial remedy. You must do 
this without undue delay and at the 
latest, within one month. 

The Council will ensure that 
the information for individual 
rights listed on the Privacy 
and Cookies page of their 
public website is updated 
prior to 25 May 2018 to 
reflect GDPR requirements. 

The Council will ensure that 
the information provided to 
the public on their website 
adequately reflects the 
requirements of the GDPR 
and a Subject Access 
Request form will be 
updated and made available 
via the website prior to 25 
May 2018. 

The Council will also review 
the systems used to ensure 
that data subject information 
can be deleted if it requested 
by data subjects.  

Management comment- 
changes to the website will 
be live from 25th May 2018.  

Solicitor 25th May 2018  

9: Consent 

9a Processes in place to capture data consent 

Whilst not specifically detailed within contracts, 
there is implied consent for employees regarding 
the storage and processing of their data when they 
sign the contract.   

The employee contracts imply consent 
to store and process employee 
information as part of their 
employment. Employees have not 
received up-to-date information about 
their rights under GDPR.  

As the Council does not have an 
overarching process in place to 

The wording of employee 
contracts will be updated to 
ensure it is explicit around 
how the Council store and 
process employee 
information. The Council will 
also ensure all employees 
receive up-to-date 

Head of HR & OD  

 

 

 

31st March 2019 
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The Council does not have an overarching process 
in place in relation capturing consent; different 
processes are followed in each area.  

All areas of the Council have been made aware 
through correspondence / awareness material that 
under GDPR consent requires a positive opt-in and 
therefore the method that consent is being 
obtained may need to be updated or revised. 

capture consent we reviewed ways 
consent is processed across three 
different departments: 

1) The Playhouse: at present, 
customer details are being stored 
automatically on the ticketing system 
to speed up any future purchases. 
However, consent from the customer 
is not being sought to store these 
details such as name, address, phone 
number and email.  Customers can 
subscribe to the Playhouse's mailing 
list via the website through providing 
positive consent and streamlining the 
marketing they receive to their 
personal tastes. They can also 
unsubscribe through the website. At 
present however, there is no an 
automated link between the 
subscription service and the ticketing 
system to ensure that those who 
unsubscribe are removed wholly from 
the Playhouse's databases. 

Additionally, when customers pay for 
tickets and other goods via credit card, 
both a customer copy and merchant 
copy receipt are printed. The 
merchant copy has the full sixteen 
digits of the customers card details 
present and currently are being stored 
with / stapled to the customer's ticket 
receipt which has their name and 
address detailed.  

2) The Contact Centre: in relation to 
providing a garden waste subscription 
service, applicants have to provide the 
Council with their name, address, 
phone number, email and payment 

information about their rights 
under the GDPR.    

The Council will remove the 
setting that currently means 
merchant copy credit card 
receipts for the Playhouse 
have the full sixteen digits of 
the card printed.  

Ticket receipt stubs will not 
be stapled to merchant 
receipt copies to ensure 
credit card numbers cannot 
be linked to customers. 
Customers will be identified 
via another method if they 
have queries or issues with 
their payment. 

The Communications 
department will ensure that if 
users unsubscribe from 
either the paper magazine or 
e-newsletter their personal 
data is deleted from both 
Council systems and third-
party systems. The e-
newsletter website page will 
be updated to reflect the 
introduction of the GDPR. 

 

 

 

Playhouse 
Manager  

 

As above  

 

 

 

 

The 
Communications 
Team  

 

 

 

 

 

 

 

 

 

 

 

25th May 2018 

 

 

 

 

 

 

 

25th May 2018 
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details such as account number and 
sort code. The application process 
implies consent which is permissible 
under the GDPR as it fulfils a business 
purpose to fulfil a service. 

3) Communications: the Council 
produce a magazine / newsletter 
which is in both paper and electronic 
form. The paper form magazines are 
not subscribed to but are delivered by 
Royal Mail using the residential 
addresses that fall under the Council's 
remit. Residents may ask to 
unsubscribe and not receive the paper 
copy of the magazine, a list including 
personal details is currently being kept 
of those residents who have 
unsubscribed. The e-newsletter has to 
be subscribed to on the Council 
website to enable residents to receive 
it. It can be also be unsubscribed from 
on the website. The third party who 
manages the subscription lists and 
newsletter website page on behalf of 
the Council are not deleting user’s 
data when they are unsubscribing 
from the newsletter and have not 
updated the website to reflect the 
introduction of the GDPR as it still 
references the Data Protection Act. 

 

 

 

10: Data Breaches 

10a Detection, reporting and investigation of 
personal data breaches  

The Council has a Data Protection Act (DPA) 
Breach notification procedure and data breach 
record form in place. As of April 2018, the 

We reviewed the Breach notification 
procedure and data breach record 
form and confirmed it covered the 
detection, reporting and investigation 
of personal data breaches and 
references personal data breaches 

The Council will have the 
draft Data Protection Act 
(DPA) Breach notification 
procedure and data breach 
record form reviewed and 

Information 
Governance 
Officer  

25th May 2018 
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procedure and record form were in draft form and 
had been updated by the Council's Information 
Governance Officer.  

The documents are to be reviewed by the Data 
Protection Officer and the Leadership Team before 
they are circulated internally. 

are reportable to the ICO and possibly 
other external organisations.  

We also confirmed that the timeframes 
stated in relation to reporting breaches 
were in line with GDPR and ICO 
guidance. 

finalised before the 
introduction of GDPR. 

Management comment – the 
Breach Notification form has 
been updated.  
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1.1 Background  
An audit was undertaken of the Private Sector Leasing (PSL) scheme as part the Council's 2017/18 annual internal 
audit plan. 

The Council has set up a new PSL scheme to assist local families in housing need whilst reducing the risks and 
complexities of renting for local landlords. In addition, it is expected that this scheme will provide significant costs 
savings on current arrangements where local families in need are placed in overnight accommodation.  

At the time of the audit the scheme was in the initial stages and the Council has only leased four properties from 
private landlords. The anticipation is that eventually the Council will lease up to 15 properties from private landlords. 

Our review of the PSL scheme considered the leasing process to ensure that decision making, governance and due 
diligence controls were in place and a sufficient audit trail was being maintained. 

1.2 Conclusion 
We found controls around the newly implemented PSL scheme at the early stage of implementation appear to be 
robust.  

Internal audit opinion: 
Taking account of the issues identified, the Council can 
take substantial assurance that the controls upon which 
the organisation relies to manage the identified area(s) are 
suitably designed, consistently applied and operating 
effectively. 

 

 

1.3 Key findings 
The key findings from this review are as follows: 

We have raised one low level management action, the details of which can be found in section 2 below. 
Notwithstanding this we noted the following examples of well-designed and applied controls: 

A business case was developed to support the implementation of the PSL scheme. The business case clearly 
included a financial analysis with projected potential cost savings together with a programme risk assessment. A 
formal decision was made by the Strategy and Resources Committee to approve and pursue the PSL scheme on the 
27/01/2016.  

In order for private property to be considered for rental by the Council, landlords must complete an application form 
filling out all the relevant details. We confirmed an application form was completed by the private landlord for each of 
the four properties that the Council is currently renting and that the data captured was fit for purpose. 

  

PRIVATE SECTORLEASING - EXECUTIVE SUMMARY 
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A range of ‘due diligence’ checks are undertaken by officers at the Council to ensure that the property leased is 
suitable for tenants. Checks include an asbestos survey report, Gas Safety certification, and a Land Registry search 
amongst others.  A checklist is in place for each property detailing the checks undertaken by the Property team. We 
verified that for all four properties that the relevant checks were undertaken and was supported with the appropriate 
documentation. 

A PSL rent setting framework has been developed by the Housing Team at the Council. Following a meeting with the 
landlord and after undertaking an inspection of the property, the Private Sector Leasing Officer will start negotiations at 
around the Local Housing Allowance rate. For properties that are assessed to be “above the schemes Lettings 
Standard” the maximum rent to be offered will be based on 90% of the current median market rent for the locality. We 
verified that the PSL officer has delegated authority to negotiate rents within the framework developed but does not 
have the authority to go outside of this. We confirmed for each of the properties rented that the price agreed did not go 
outside the framework agreed by the Housing Operations Team. 

Prior to visiting a property, the Private Sector Leasing Officer will undertake research on the individual property and 
general postcode location to ascertain current market rents and any previous letting history. The PSL Officer based on 
market data has a maximum offer they can make for renting a property. The maximum amount that the Officer can 
offer is contained within the Market setting framework which is updated bi annually. We verified that the rental 
framework was subject to review every six months to ensure that it was reflective of the current market rates in the 
Borough. Updates are based on market research undertaken by the Housing Team at the Council. 

On leasing a property, a schedule of condition is completed to evidence agreement regarding the condition of the 
property between the Council and the Landlord. The inspection is designed to ensure that any issues with the property 
are picked up at the beginning of the lease period. We found that for all four properties that a completed schedule of 
condition was in place. All schedules had been signed off by the both a Council representative and the property's 
Landlord. 

Once the Council agree to rent a property a lease agreement is drawn up. The agreement is signed off by the Mayor 
and the Council's Chief Executive Officer (CEO) at the Council. We verified that a standard lease agreement was in 
place for each of the properties currently rented by the Council and each had been signed off by the Mayor and the 
CEO. 

Lease agreements held between the Council and the landlord clearly outline the responsibilities of both parties. 
Responsibility for on-going response repairs, routine maintenance and capital investment for the property over the 
course of the lease are clearly prescribed. In addition, the Council have created a reserve of £500 for each property to 
cover any potential damages. 

On a tenant entering into a privately-owned Council leased property a non-secure tenancy agreement should be 
drawn up. The agreement will outline the responsibilities of the tenant, the landlord and the Council. We found that for 
all four properties non-secure tenancy agreement are in place. Agreements had been signed by both a Council 
representative and the tenant. 

Once a property has been leased the Property Team perform a calculation to verify the cost savings that have been 
made by leasing as opposed to putting the tenants in temporary accommodation. We verified that for all four 
properties a calculation had been undertaken to assess the savings made from renting the property as opposed to 
paying for nightly emergency accommodation. 

Once a Tenancy begins, quarterly inspections are undertaken to ensure the flat is still fit for habitation for tenants and 
to check for any potential repairs that need to be carried out on the property. We verified that for each of the properties 
where appropriate an inspection had been carried out by a member of the housing team. 
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1.4 Additional information to support our conclusion 
The following table highlights the number and categories of management actions made. The detailed findings section 
lists the specific actions agreed with management to implement. 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls 

reviewed in this area. 

 

1.5 Additional feedback  
We would recommend as the PSL scheme expands the Housing Operations Team consider the use of KPIs to monitor 
the performance of the scheme both in terms of financial and operational impact. We have listed some suggested 
KPIs below the Council may wish to consider using in the future; 

 % of time rented properties are left vacant; 
 Average time taken to respond to prospective landlords against target; 
 Average time taken to repair void properties against target; 

 

 
 
 
 
 

Area Control 
design not 
effective* 

Non-
Compliance 
with controls* 

Agreed actions 

Low Medium High 

Private Sector Leasing 0 (12) 1 (12) 1 0 0 

Total  
 

1 0 0 
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2 DETAILED FINDINGS 

Categorisation of internal audit findings 

Priority Definition 

Low  There is scope for enhancing control or improving efficiency and quality. 

Medium Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which could affect the 
effective function of a department, loss of controls or process being audited or possible regulatory scrutiny/reputational damage, negative publicity in local 
or regional media. 

High Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to: Substantial losses, violation 
of corporate strategies, policies or values, regulatory scrutiny, reputational damage, negative publicity in national or international media or adverse 
regulatory impact, such as loss of operating licences or material fines. 

 

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in control identified 
from our testing and not the outcome of all internal audit testing undertaken. 

Ref Control Adequate 
control 
design 
(yes/no) 

Controls 
complied 
with 
(yes/no)  

Audit findings and implications Priority Action for management Implementation 
date 

Responsible 
owner 

Area: Private Sector Leasing 

2.1 A Private Sector 
Leasing Scheme 
procedure manual is in 
place. The manual 
outlines the key steps to 
be taken by staff during 
the process of securing 
a property. 

Yes No We verified that the current 
procedural documentation around 
the PSL scheme is in place and 
been through a number of iterations 
drafted by the Housing Operations 
Manager. We noted the procedural 
documentation had not been subject 
to formal approval from a secondary 
senior member of staff at the 
Council. There is a risk of error or 
omission within the policy and as 
this is a new area of operation sign 
off by the Head of Service is 
particularly merited. 

Low The PSL procedure will 
be reviewed and agreed 
by the Head of Housing 
and Community. 

31 May 2018 Rod Brown - 
Head of Housing 
and Community 
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1.1 Background  
In common with other Local Authorities, Epsom and Ewell Borough Council has developed commercial intentions to 
invest in property. The rationale for this is to generate income to support local services. The Council moved forward 
with these plans and initially purchased two properties in 2016/17. In 2017/18 two further properties were purchased 
with a combined value of £56.5m in October and November 2017: 

- The Cobham Centre, Marlow (£31m); 

- Regus, Service Offices, Bracknell; (£25.5m) 

From September 2017 property purchases will be made through the Council’s 100%wholly owned property trading 
company – Epsom & Ewell Property Investment Company Ltd (EEPIC). Our review considered the purchase process 
to ensure that decision making, governance and due diligence arrangements were in accordance with the Council’s 
Property Investment Strategy. 

1.2 Conclusion 
We have verified that business cases were presented, the proposed purchases were scored in line with the Property 
Investment Strategy and the decisions were evidenced either in Council minutes or by both the signature and email 
approval of the members of the Property Investment Group. 

Internal audit opinion: 
Taking account of the issues identified, the Council can 
take substantial assurance that the controls upon which 
the organisation relies to manage the identified area(s) are 
suitably designed, consistently applied and operating 
effectively. 

 

 

1.3 Key findings 
The key findings from this review are as follows: 

A property investment strategy was adopted in November 2016 and updated and approved once more by the Full 
Council in September 2017. The strategy aimed to provide a robust and viable framework for the acquisition of 
commercial property investments. The three underlying objectives of the strategy were: 

 Investment Criteria – to identify suitable property investment opportunities.  
 Risk Management – to balance the requirement for income return with an acceptable level of managed risk.  
 Governance Arrangements – to provide an agile decision making framework 

 
We satisfactorily verified that the property investment strategy was approved on 21st Nov 2016 and updated and 
approved on 19th September 2017 through a meeting of the full Council. This provided for governance arrangements 

COMMERCIAL PROPERTY ACQUISITIONS (2) - 
EXECUTIVE SUMMARY 
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for the acquisition of investment properties, including the establishment of an Investment Property Group (IPG) with 
delegated authority to make decisions and the creation of the Epsom & Ewell Property Investment Company (EEPIC).  

The strategy prescribes a scoring Matrix that allows the relative merits of an investment opportunity to be measured 
and assessed against a target threshold for a range of criteria. There is a weighting applied to each criteria and a 
score of one to five can be applied for scoring each assessment:   

o “Location - property is categorised as either prime, secondary or tertiary in terms of its locational desirability. 
For example, a shop located in the best trading position in a town would be prime, whereas a unit on a 
peripheral neighbourhood shopping parade would be considered tertiary.  

o Tenant Covenant – the financial strength of a tenant determines the security of the property’s rental income. 
A financially weak tenant increases the likelihood that the property will fall vacant. The minimum acceptable 
financial strength for any given tenant will be determined through financial appraisal of company accounts and 
the use of appropriate methods of risk assessment and credit scoring. To minimise management and risk, the 
preference will be for single occupancy investments wherever possible.  

o Building Quality – a brand new or recently refurbished building will not usually require capital expenditure for 
at least 15 years. This is attractive for investors requiring long term rental income with the minimum of ongoing 
capital expenditure.  

o Occupational Lease Length – the lease term will determine the duration of the tenant’s contractual obligation 
to pay rent. The most attractive investments offer a long lease with a strong tenant covenant.  

o Tenure – anything less than a freehold acquisition will need to be appropriately reflected in the price.  
o Tenant Repair obligations – under a Full Repairing & Insuring Lease (FRI), the tenant is responsible for the 

building’s interior and exterior maintenance / repair. The obligation is limited to the building’s interior under an 
Internal Repairing & Insuring Lease (IRI). The preference will be to favour FRI terms (or FRI by way of service 
charge i.e. all costs relating to occupation and repairs are borne by the tenants and administered through a 
service charge).  

o Lot Size – to maintain a portfolio balance the preference will be to limit investments to below £20m unless 
exceptional prime properties with secure tenants become available.” 

We reviewed the documentation of the decisions to purchase the two investment properties acquired in 2017.  We 
have verified that business cases were presented, the proposed purchases were scored in line with the Property 
Investment Strategy and the decisions were evidenced either in Council minutes or by both the signature and email 
approval of the members of the IPG. 

- Marlow was agreed by Council at its meeting of 19th September 2017 
- Bracknell was agreed by the IPG on 16th October 2017 

 

The business cases for both acquisitions provided scoring matrices as per the Property Investment Strategy. Scores 
were 93% and 79% for these. The strategy requires a score of at least 70% for acquisitions. We satisfactorily checked 
the weighted matrix calculation of scoring according to that defined within the Investment Strategy and in respect of 
the following confirmed the following criteria assessment by reference to source material: 

Marlow: 

- There is a Full Repairing & Insuring lease requirement with the Tenant (Criteria level 5 Excellent) 
- The occupational Lease length is greater than 10 years (Criteria level 5 Excellent) 
- There is a single tenant with a strong financial covenant (Criteria level 5 Excellent) 
- The lot size was greater than £20m and subject to an in depth risk analysis (Criteria level 2 Marginal) 
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Bracknell 

- There is a Full Repairing & Insuring lease requirement with the Tenant (Criteria level 5 Excellent) 
- The occupational Lease length is between 6 and 10 years (Criteria level 4 Good) 
- There are multiple tenants with a strong financial covenant (Criteria level 3 Adequate) 
- The lot size was greater than £20m and subject to an in depth risk analysis (Criteria level 2 Marginal)  

 
 
We reviewed in further detail the documentation of the decisions to purchase the two investment properties acquired in 
2017. We found: 

-  the decisions were based on a business case, in line with the Property Investment Strategy; 
-  the business cases considered capital costs, revenue costs and income; and 
-  the business cases showed that borrowing costs would be covered by income, giving a net gain. 

 

We satisfactorily verified that the conveyancing transaction for both and that routine Land Registry, highway and 
drainage searches were recorded as being undertaken by the Council’s legal representatives. We similarly verified 
that the correct calculation and payment of Stamp Duty Land Tax was included in the final conveyancing transaction 
payment.  

- Marlow - £31,000,000 (Stamp Duty - £1,539,500) - Total balance payment to Freeths Solicitors (13/10/17) 
including searches and Fees = £32,203,029.10 

- Bracknell- £25,500,000 (Stamp Duty - £1,264,500) - Total balance payment to Freeths Solicitors (20/11/17) 
including searches and Fees = £26,681,356 

 

In addition, we confirmed the value of the properties as recorded on the conveyancing record accords with that 
reported to Council Members and the IPG.  

We also verified that: 

- an independent valuation of the property was obtained and that and a binding legal contract between the 
tenants and the Council now exists. 

- structural surveys of both properties provided a positive assurance regarding each building's condition and the 
financial integrity of the current tenants was examined through independent searches. 

 

The business case for the purchase of these properties initially assessed risk within the context of the investment 
criteria set out in the Council's investment strategy.  This examined the strengths, weaknesses and risk associated 
with each element. In addition to this further risk and SWOT analysis also examined the effect on cash flow and 
income returns should the tenants activate a break option in their agreements. In this respect options were identified to 
continue to maintain income streams from amended building use. Furthermore, we note that an element of the income 
to be received from these assets will be placed in an earmarked reserve to mitigate any future risk that may arise. 

The income streams from these properties will be monitored through the routine budget monitoring and financial 
reporting framework that exists within the council. 

There are no management actions arising as result of this audit. 
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